BEST AVAILABLE COPY 



J 



Europalsches Patentamt 
European Patent Office 
Office europeen des brevets 



@ Publication number: 



11111 

0 676 897 A2 



EUROPEAN PATENT APPLICATION 



@ Application number: 951 0397&3 
@ Date of filing: 17.03.95 



© Int. CI A H04N 7/167 



® Priority: 08.04.94 JP 70643/94 

@ Date of publication of application: 
11.10.95 Bulletin 95/41 

® Designated Contracting States: 
DE FR GB 



@ Applicant: MITSUBISHI CORPORATION 
6-3, Marunouchi 2-chome 
Chiyoda-ku 
Tokyo 100 (JP) 

© Inventor: Salto, Makoto 
2-12-6-104, Kaitori 
Tama-shl, 
Tokyo (JP) 

Inventor: Momikl, Shunlchl 
4-20-66, KUmegawa-cho 
Hlgashimurayama-shl, 
Tokyo (JP) 



0 Representative: Neldl-Stippler, Cornelia, Dr. 
Rauchstrasse 2 
D-81679 MUnchen (DE) 



© Crypt key system. 



o> 
oo 

CD 
CD 



© In a database or a CATV system for charging a 
fee using a permit key. to prevent troubles, which 
may occur when there are too any requests for the 
permit key, the permit key is broadcast via data 
multiplex broadcasting or via data broadcasting. 

A user who wishes to use the database requests 
for use to a database host station. To this request, 
the database host station charges the fee for use 
and transmits an encrypted data. The user request- 
ed for use decrypts the encrypted data by the re- 
ceived permit key and uses the data. 

A viewer who wishes to view a scrambled CATV 
program requests for viewing" to a CATV station. To 
this request, the CATV station charges the fee and 
transmits a scrambled picture. The viewer requested 
for viewing descrambles the scrambled picture by 
the received permit key and views the picture. 
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BACKGROUND OF THE INVENTION,, w - 

"~ '* ' i? .r;;c-r:- :;■ 

(Field of the Invention) ( . , , . 

. The present .invention relates, to. a. system-- for 5 
supplying information of database system or ; c^ble. 
television system. , . , 

(Prior Art),,. , v .„ .. L ., s ... flfr ,,, v0 . , . 

, In , the infoimatioivoriented society of. today, 
satellite broadcasting via, satejiite called I broadcast- , 
ing satellite (BS) or, .communication satellite VcS), n 
and cable, television broadcasting called QftTV (ca-\ 
ble television) using coaxial cable or optical^ fitter 75. 
cable are being propagated in addition to. the exist- 
ing terrestrial -wave broadcast! rig. , 

In CATV, which can . distribute, pn several t$ns. 
of channels at the same time, Jn- additipn t to un^ 
scrambled general;; (Channels,-, : .w { hiph viewers , can 20 
view by a comprehensive, subscription, scrambled , 
pay channels such as those for motion pictures, 
sports, music, etc. ai-e- provided,; which can ngt/be.^ 
viewed by the comprehensive subscription. To 
view, these, scram bled channels vi it is. necessary to 25 
subscribe for; descrambljng, ;S However, -since f the, 
period of- subscription r iSf usually about qne : month,, 
it is not; always possible to, - view Jhe. program t*y 
request at the desired time. . ir , « v , , ^ *" „ ,\ 

. In -order to view live, sports^Tprogram, motion! 30 
picture program or music program broadcast, by 
scrambled satellite ^broadcasting 0/ CATV chan- 
nel, there is a system^fpr :yiewing -per program, in 
which a viewing time recorder, is ; installed^ for, each 
television set and payment is made according to 35 
the -record of - actual j viewing tinje^oweveri such 
system requires much labor and cost Jor^ control, 
and fee collecting.,^. e?*;j..tej ■;* v2»j \<~ a 
ert. On the- other, , band, rin/the^nfp^^ 
society, of tpday c a.databasa sysjterp js 0 ^eing. : prop- aq 
agated, jn> which r various ; <typesipf 0 data, : indepen- 
dently stored by computers , ; in. t^e past , can be 
used by connecting each computer via commu- 
nication lines. ,J . ;0 t y . ( - A , V A 

The information handled , so far in such- >, a 45 
database system is >coded mformatiqn ;1 ,wjth / rela- 
tively less amount of information or : , picture f data, 
which can be processed by! computer, and it is not 
possible. tp r handle picture, .data such , as , ztiatural 
picture or animation. ..j\v: ir ? " 50 

5,-. , Und.er such circumstances,, technique' has been 
developed to process picture signal such as televi- 
sion signal by compressing -and,, expanding ». by 
computer. As common standards for; this purpose, 
there are JPEG (Joint Photographic, irnage. coding 55 
. Experts -Group) standards for still ^plcture^r H^261 
standards for television conference, MPEG1 (Mov- 
ing Picture .image ..coding Experts Group 1) stan- 



dards for storing pictures, and MPEG2 standards to 
cover the current television broadcasting and high, 
definition television broadcasting, % and. attention js 
now focused on "multi-media system" for simulta- 
neously handling various types of data processed, 
by computers and picture data by digitizing picture 
signal as the technique of the future r; " 

This multi-media system is also incorporatep , in 
data communication and is utilized as one of the 
data on database^ " . . X*. . 

With the range of utilization of. database /bpjng. f 
expanded as described above, it becomes an im- 
portant issue how to handle the charge" for utiliza- 
tion of the data on database. To reliably- charge the 
fee, Jt is necessary to provide a system^ where, 
data cannot r ,besed unless the. user is, a regular 
subscriber, and the best means for this purpose js 
to encrypt the data. \_ '[ 

In such case, however,, it is necessary to .de- 
liver a decrypting key to the user so_ tfiaf the 
regular user can decrypt the encrypted "data i ( arid 
use the data. Moreover, to ensure . the charging 
more reliably, it is desirable to change the cryption 
key, for each data. In such case. Jt is ^ necessary to 
deliver different decrypting key for each p!ata, and 
this leads to vejry r troublesome < procedgr^r,'.'' . 

- To solve the above, problems, a system has 
been proposed by the present inventors in ^Japa- 
nese, Patent Application 4-199942 .( (3 iB-93f4848,4; 
DE-P4323569.7, and FR-93d92i§i'. ancL Japanese 
Patent . Application,, 4-289074 .(Ga-9&1 742.0, bE- 
WSS^S^ and FR-9312725). In these patent ap^ 
plications, it is provided that byTa requestor yiew^ 
ing. a scrambled program via public telephone line, 
a charging center transmits a viewing pjerm it code 
for viewing the scrambled" program to a, data com- 
munication device and charges and collects a } fee. 
Upon receipt of the viewing permit code, a receiv- 
ing-, device descrambles the .program, according to 
the vje,wing permit, code and .'aHdw^'^e^vjgyve.r Jtp 
view the program. Also, to a user f6r\using encryp- 
ted data requested via public, telephone." Jibe, for 
using encrypted data, a charging centerrfransmits a 
use permit code Jqr using encrypted data a data 
communication .device and charpes\ and collects 
the fee. Upon receipt .of the use permit code, a 
reqeiving- device decrypts the, A ehcrypted datal ac- 
cording to the use permit code and allows the u§er 
tp ? use the data. A device ( for this purpose is dis- 
closed in Japanese Patent t Appircatibn. . 4-27iB94i 
(GB-9321 202.5, DE-P4334931 .5 and FR-9312285) 
by the present inyehtors. V 

In the ..following, an outline of .the . invention 
disclosed, in the prior applications will be de- 
ascribed. . 

Fig. 1 shows a charging system for CATy. This 
charging system comprises a CATV station 1, a 
viewing permit code/charging control, center ( "cbn- 
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trdl center" ) 2, a communication device 3 and a 

tuner/decoder ( "receiving device" ) 4. A dedicated 

cbmmunibafion Tine 5 is used for communication 

between' ttie CATV sitation 1 arid the control center 

Z\ ^.c6^mumcation lirie 6 such as puBVic telephone 

line' connects between the control center 2 and the 
... « * t S- f ~ 

communication device 3, and between *tHS" conn xtwl- 

riica\foh ^dfevice 3* and the receiving device" 4 is 
connected by r sJpply means 7 such' as on-line or 
off-line meains using flexible disk, antf between the 
CkW st^tfbn V; and the receiving device 4 is con- 
nected" by ckbie 8, such as coaxial cable dr optical 
fi6pr cable. 

: t lH^6kVi sfetion 1 transmits scrambled 'te levi- 
sioft 'signal 1 tb d receiving device 4, and deposits a 
viewing permit cdde (a permit key) including de- 
scrSn%le J ciata ifor descrambling t6 a Control center 
2 in advance. 

aD A cdntrbi center 2 transmits a permit key to a 
Cdmmiini^ 3 corresponding to a view- 

er's request for viewing i a scrambled television ; pro- 
qrarVvia a^ communication line 6 using a commu- 
hirati^ri''divic^ ; 3, and charges a fee. 
J Th^ 'vieweV revives the permit key by the 
cbftntuhPcatibn device 3, sends the permit key to 
the regeivih^ device 4 by supply' means 7, and trie 
r^ceiv?hg c device 4 deiscrambles the scrambled 
te^vViBK pV^ranj by the sent permit key. Thus, 
the^'View^r'Teque^ted for viewing die scrambled 
tQl^vtiibff prp^rarhAcart Vie^ the television program r 
" v j In addition ' ttr the \ scrambled television pro- 
gr&m, tfie chVgin§ system is also applicable to 
data mutfpte* broadcasting, which is multiplexed 
and brdalibast on Revision brbadcSsting program 
brVM £u<3to broadcasting u *' 1 h ' 
* :; Fi^2 r^pVes^nte a block diagram of a charging 
System wh'ich is " applied to data communication 

U^inlddtebaJse: f j " . - ' ^ - * - 

r " ^^hi^'^tfer^ft^^S/stem comprtsbs a date bom- 
r rnunObii? r nc^f' SfetioK S-siich ^s dkabitse, a 
ibntn^'ceht^ 

'ahd 0 WV^ceiv^ng , dev'icb' 12. The datdrcomrriunica- 
ti6ri r hb& staiibYt ' 9 ' and the control center 1 0 are 
bfihnected^by a' dedicated communication- line 13, 
l^\tii[^ : ^(itiat i \^ and the comrminication de*- 
Vic^li kre Connected by a communication line! 4 
^uch -a® public telephone line, the xbommunicatibn 
device 11* arid the receiving device 12 are con- 
nected bV^ibfr^^ 15 subh as direct on- 
linb 'meaner means such "as flexible disk, 
and the data communication host station 9 and the 
receiving device 12 are connected by a commu- 
nic^tion line 16 subh' as public telephone line." 
0 The dita cbmmunidation host station & trans- 
mits encrypted data to the receiving device 12 and 
deposits in advance a* use permit code ( lw a permit 
key." ) including data for 0 decrypting data' ? at : the 
control center 10. 



The control center 10 transmits the permit key 
corresponding to a user's request for using the 
encrypted data via communication line 13 using the 
communication device 11, and charges a fee. 
s ~ ! The 'user receives the perrhlt H<eiy t>y the com- 
mtihfdM'ion* device Ity-sends the^rnrtii key to the 
receiving device 12 by supply means 15; &nd the 
receiving device 12 decrypts the encrypted data by 
the sent permit key. Thus, the user requested for 
to' using encrypted data is allowed to use the data. 

.*&f the sysfdrri accdfding fo^ the invention de- 
scribed" in 4he 5 prbr ^plicaVons, "ft ;is possible to 
reliably ' deliver and redfeive* -the pferrnit kef ;: &rid 
chargd' the fee ,; fbr at the sarhetime and in reliable- 
75 m£Hn^^ v 

' "Hbwever, the :, ^tfe&-fdFusihg d£ta arid trie ] 
transmission of the'^pertrifc ;i kSy are executed Via ' 
general' 1 cofnmuhfcatidri 1 ithe 1 -such Has « public tele- 
. pribhe ; lifted Fbf this Mison; r the requests ; "may hot 
26 be proce^sfed ad^cjiiatel^ when there are too many 
requests « the* San^W'tirne:- ^ •' r ° s 
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7 It is ? &n 6b}^Cf d : '*(§''f>reserif : fnventibh to pro- 
vide a^ch/pt k^y Astern, by Vv«ich;ft is possible; in 
a datable or : '6ATV 3, #steiTi > W^cMi-SHn^ a fee 
u^^^ ^drmtt'lceVT^o^prcfc^ Request lor the! 
permit key even when tffere -ar& W r nnahy fe^' 
36 <5tife*fts; aHd r hot Ho -charge th^^fee K the 'received 
pernllt fiey has Wtf tafen used. : ^ - - » *; 

: 5 It is further -^bjeet bf^thVprese^mV^tib^ -to 
provide' method 36^ utilizing^ tHb t:rypt key^with 
seb^ify r ahCl^wah'6Jt iMoMUrfg the 6ost. a ' v - - ' 
35 -* ; Tb attean toe* above obfects, the penmit key is 
b'ro^JeS^ -Vt^xMBT' multipteVc broadea6tirf& br data 



:c ore -o^fv 
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bfoadeasfin^ c - 

A user for using database reque&fe?f6F uSef to a 
ddtstBS^ ^fOSPS^b^S^^l^^i^ fdr*u§ej the 
40 aatafefiS^-fioSt SBteiif at^rgee^^fe^knd ^ranshiits 
^ntfrypfed^data' The^user requested fbr ifee ^data 
dbcry^'ts the ericryptetl^ata by a received permit 
key; 5 arid u^es W<fetal «" * - 

A viewer requests for viewing C ATV r Scfambled 
45 program to a CATV- statforr. To * : this- request, the 
GATV -^atfoh ^ch^rges the^ 4ee and transmits the 
scrambled ^prdgfemF The^ viewer F6quested ; tor 
yl^^^rfescraM>les tne'ScrdmblW program by a 
refcerved permit 2 keyl and views the program. 
: 50 The permit key can be obtained free of charge 

by v da^ broadijaelihg.^andUhe fee is Charged when 
th& data has been actually used or th'e^prograrn 
h^"beeft i actually r vieWed. s " ' 

FUrth^rV as fte J rtiethods 'to utilize crypt key, 
$5 Itfi&re ar6 a 4 way,' in which a non-crypted permit key 
J, is ,i; b?oadcast by data broadcasting, and>encfypted 
*da&' or- scfkmbled 1 picture is transmitted from the 
database* host station or the CATV station, and the 
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encrypted data is decrypted or the scrambled pic- 
ture is descrambled by the non-crypted permit 1 fey 
broadcast- by the data broadcasting; another 1 ' way, 
in which' an encrypted permit key is broadcast by 
data broadcastihg, encrypted data or ^scrarnbled 
picture 7 are transmitted from the ! database Host sta- 
tion or the CATV station, the encrypted •permit^k^y 
is decrypted by a decryption key inbbrporatSd in 
the equipment used or ^by a decryption "key given 
in -advance, v 'ancT the encryption of the data ? is de- 
crypted or the scramble of thb picture is "descrafh- 
bled by the decrypted permit 1 key; or other "way, in 
which an encrypted permit feey rs broadcast v by 
data broadcasting, encrypted ^d&ta or scrarhbteid 
picture' are transmitted frorrV the database r h6st 1 sta- 
tion or the CATV station, a ■ decryption key for 
decrypting the encrypted permit key islransrrjitted 
together with the 'encrypted data' or the scrambled 
picture from the database host station orthe^CAfV 
station, the encrypted permit key* is 1 decrypted ' by 
the decryption key ; r arid the encrypted data is^cie- 
crypted or theP scrambled picture is ; 'descrambled 
by the decrypfed permit key. - { r v - i 

« . T" «J..r -)i . .-3 r-.r^ 'r<&* w 

BRIEF DESCRIPTION OF THE DRAWINGS A ° * l< 

Fig. 1 is^ a block 'diagram for a 'CAW 1 system 
;i described ih- the prior patent applications; ^ 
Fig. 2 is T a^block 7 diagram 6f a database system 
described in^thb prior patent ap^Hcafidns; *• '- u 
r F\g: 3 is a block diagram of a database system' 
: in whfef¥tha pres^ntinventioiris applied;' " " rr 
Fig. 4 is^a bldfck diagram" of ^ CAlV%stemVih 
which the present ^ iriv^ntibh'is ap^iedr'- ?l :/ 
Figs. 5A, 5B arid 5 C represent '^pftdafion Exam- 
ples of a crypt key system of the' present Inven- 
tion; * >r> \ cc> oo'^oa^ v/o*:^ 

Fig. 6 is a detailed bbfck dfe^Srn^ of a -database 
system, in which the present ih^enliW is ap- 



F\& 7 l is "a detalfetf 'block diagrkhnr J 6f feoth&r 
database system;* in which flfVe p're^rftlftvfention 
is applied; \ c ' > : ; fn ^ v ' ;i 
Rg. J 8 is a detailed btoclf dla^rairft of ^ 6ATV 
system, in which ^tH^ prdsbn¥lil\^tiiiri^i^' ap- 
plied;' : : ' ■"' <.n«,r.i ai ■. -a 

Fig: 9 is a detailed block dia^Em^bf >r^h6r 
CATV system, in which the pm^ntlnvientioh 1^ 
applied; ^"'^ - ^ - - 

Fig. 10 is a detailed block^dia^rarh 1 & ahbther 
CATV system, in which the prelbht1hventi8n r fe 
applied; *- / " , 

Rg.ll is a detailed block diagrann of another 
CATV system, iii which the present 1 invention is 
applied; ' *° : il 

Fig. 12 is a detailed block diagram bf ahbther 
CATV- system, in which' the prbserit ihventioh is 
applied; " :£ ' ;;i: " '•' ■ " 
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Fig. 13 is a detailed block diagram of another 
CATV system, in which the present ihventioh is 
applied; and 

Fig. 14 is a detailed block diagram of another 
CATV 'system, in which the present ^ invention is 
applied. ; r - " T ■ vJ 



DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS * ' 



In the following, description will be given bri 
embodiments of the present invention' 5 referring to 
the drawings. 

' Fig. 3 iS a * block diagram showing a bai\c 
7 5 cbn struction of a system , i n which * the ^present 
invention is applied to database. _;* ''" 

This system comprises a broadcasting "station 

21 for broadcasting data by BS, CS or terrestrial 
wave television or by multiplex broadcasting such 

20 as ' FM br by data r bro^ba^ting,' a 
database/charging center 24, servihg as'cfatabase 
and also ^Serving for charging, a receiving db vice 

22 for receiving the broadcast data, and a d^ta 
communication device 23 for carryihg but data 

25 Communication with the database/charging cente^ 

24. ; 1 v< 'r v, ; :o '' 

The broadcasting station 21 arid " the 
database/charging center 24 are conhec^d by.bup^ 
ply means 28, i.e/, On-line commuhi^tiqn means 
30 such as a dedicated bommuriicatfon } line or off-line 
means such as flexible disk, the dkabase/charginq 
center 24 and the communication device 23 We 
connected by communication line i>7 subh' as put>- 
lic telephone line, the broadcastihg ^tatfbh 21 and 
35 the^ receiving devicb 22; are connected by bfoad- 
cksting waves '25, and the receivihg'devicb 22 and 
the c9mmunication device 23 arb conn^ctbd "by 
appropriate supply means 26 iTe., direct or^Tlih^ 



means dr off-line m^ans such as flexible .disk. 

In this system, ^ the database/charging^ center 24 
supplies a use permit^ code ( "a s> pe^{\(w* ,fcf ji 
rhcludirig data for decrypting individual Encryption 
of th^ data; to" be Supplied, _'to^^8^brDa£l6^.nq- 
statidn' 21 by slip^l^ meanis 28. In 'this case,' for 
45 convenience or promotion pi data use,^ a r5 rn;enu 
shOVing i a table of contents inc[udihg th^ti^es of 
the datd' available or a preview' shdwing ^brief 'cte£ 
scrl^tion of th& data are also subpii©^- \ ' 
The broadcasting station "21 broadcasts th^ 
50 permit key, which is with encrypted or withbut 
encrypted, the menu and the preview as supplied 
from the database/charging center 24. 4 

Upon receipt of the permit key, the menu and 
the preview broadcast from the broadcastihg sta- 
55 tion 21 , the receiving device 22 sends them to the 
data communication device 23 connepied elctrical- 
ly wittv by supply means 26 directly "on on-line 
biasis or on off-line basis after recording them on 
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flexible disk.. 

A user who wishes to use the data of,. the 
database 24 requests for use to the 
database/charging center 24 via a communication 
line 27 such as public telephone line using the data 
communication device 23. 

Theu database/charging center. 24 encrypts the 
data, to 'which the user has requested for use, 
transmits it to the communication device 23, and 
charges the fee. . . W)r 

^Uppn receipt of ; the encrypted data, the data 
communication device 23 decrypts the encrypted 
data, transmitted frpm;th$ database 24 using the 
permit;Wy se^t from ^the receiving device. 22 { to be 
used. : >, -a r 

. Fi£. 4 is. a block diagram ..of a basic construc- 
tion^ of a 4 system, in which, .the present invention is 
applied to a_pATV system. , r 

This system comprises a broadcasting statipo 
§1 Jpf! broadcastingi [data by BS, CS, or. t^rrestrfal 
wave teleyisipTi ^or by multiplex broadcasting such 
a? . JFiyi qr^ by data broadcasting, a. CATV/charging 
center; 30 serving as a C^TV station and afso 
serving f^r cjlarging, and a communication/picture 
receiving device 29 for requesting for viewing to 
the CATV/charging center 30 and also, for receiving 
picture signal from the CAVs/ station 30. 

^ The , o ( ^ 2t and the 

6AT^/charging ce t nte^ 30 r a/^ connected by suppjy 
means, $uch as a dedicated 

communication line or by off-line means such as 
flexible dfsk^the c!^lV/charging ceqter 30. and f the 
comnWn^ 29 are con- 

nected by :, a CAtV Qabi§ 31, arid tfie broadcasting 
Ration 2f a^nd the receiving cjevice 22 ?are con- 
nected /by broadcasting wav.es 55, the receiving 
device 2% and the communication/picture receiving 
device ?9 are connected by supply means 26. i.e. 
d\re^^p^ne.m^its or off-line means suqh as 
flexibk^ / > . / ' . f 

. In this system, the ^ CATV/charging center 30 
supplies a y viewing permit" code ( "a. permit key" ), 
including data for . descrambling each scrambled 
program to be supplied, to the broadcasting station 
21 by supply means 28, i.e. communication means 
suet? as a dedicated communication line or by 
flexible disk. In this case, for convenience in view- 
ing, a menu of the programs available including 
their titles, or r a preview introducing the programs 
such as preliminary announcement are also sup- 
plied tn order to promote the viewing of the pro- 
grams. 

The broadcasting Station 21 "broadcasts the 
permit key^ which is with encrypted or without 
encrypted, the menu and the preview as supplied 
from the CATV/charging center 30. 

Upon receipt' of these data broadcast from the 
broadcasting station 21, the receiving device 22 
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supplies ..these . dat$ to the electrically connected 
c.qmmupication)picture receiving device 29 by sup- 
ply ; means .26, i.e, direct on-line means or f off-line 
m^ns^afJer,feq.ording them on flexible disk. , , 
5 . Tha^ CATV/charging .center: 30 ; scrambles the 
prqg^am^.and tran$"nit$ it : to the v,communica- 
tion/pjgture receiving device 29. ; :: . 

. ; A .viewer who wishe^ - ; to view, the program re- 
c^ie^s {r lor ^viewing of ^the.,, -program : , to. the 
io QATY/cr^arping t center T 30 via <^mmi|nication line, 
sucK^s public telephone, line or, via C; ATVtcabJe 3t 
using xqmjrujnicatipp funcjion c of. the communica- 
tiori/picture receiving device^ , • - t . - ■, 

. . ^ yppn ^r.oceip$ } Qf r !ihe r request .fpr a viewing, the^ 
CATWcharging ^ptejr 3P cbargep the fee- for. view* 
ing.the, i^qgrarn, and colleqt?,ttye,fee. * : 
, ^.^Jbe communicatiprVpictura receiyirig^device 29 
receiva^ibe .scrambled* program , from the CATV 
statjon ( 30, ancLde^c/an^ble,s it u^ing the permit key 
supplied Jrom t^e^eceiy^ dayi^a^. , 
^ ' i {It. the permit . key. is dup$cateci qr talslf ie^l» use 
beyond the pemitted range, can be^perfprrnjed. To^ 
prevent such manner, the number of use times of 
the perrrjp, key isij^te^ to o/v^tyma^c^to several^ 
25 times. 

r 3t .ln.th^ system^ described J^ ^fyiof patent 
applicatipnsj, ,,the fee^,4s f ,c^arg^ ri befpre^ t(je.. permit 
l^ey^ Js actuajly -.useil. /TjhMS, Jnconveniences . may 
arise if tha^effecrtye period js Jim^ed r In cqntrast, in 

30 thg.. invention pt jthe present ^ppjic^tion, tha permit 
key is ayaiiiable free of charge, by the flgta, ( broad- 
9astjng. v an<^ V^he fee js. charged- when aqtually the 
data is used or the prograrr).^ .yjewed^ pier^fore, 
nq^ir^nyjenjence . arif;e^ even when the.. ^effective 

35 P^rjp^i N is j|mite|i/ ;; Prayiew > of television program 
currently in practice normally covers one week and 
an.effec^jv^ perjod. of ; abqut on?, week,may be set 

If the permit key is encrypted, it is possipla to 
prjeyerit ^upjjpatipn $r r falsification of ^the permit 
l^ey^J^qwey^ the permit key is encrypted, the 
permit key cannot be used unless decrypted., . 
v ^To^decrypt, it i^ njacessary to have tha key for 
decryption. Jn, qase the number.of ,tjie-users fl for the 
45 key is not many, the key can be delivered to them. 
However, jn. qase .the number of the users is unlim- 
ited as| in the system i of the present invention ,~such 
approach is not adequate. "* v ... ■ 

. . For .this purp)pse, a method has. be ( en pro- 
50 pbsed r by^jwhich the key for decrypting is stored in 
ROM in the equipment to be used. However, this 
may lead, to increase, of equipment post, and there 
is hp guarantep th^t the key is npt cryptanalyzed. 
Iri the following, description will be giveri.on a 
55 fTie]thpd tp use crypt key whictycan be used for. the 
crypt key, t systejri. of .the , present invention ' and 
which guarantees security and involves no cost 
increase. 
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Figs. 5A, : 5B and 5C schematically illustrate a 
method to use the crypt key of the present inven- 
tion, in which Fig. 5a repreisents a method to use 
crypt key shown in Fig/4, arid Fi^s. 5b and 5C 
represent the method to use crypt kdy ' wifhbut 
relying on the method of Fig. 4. ' 

In Fig. 5A, a non-crypted permit key is broad- 
cast by data broadcasting, and encrytefd 'dafa 'or 
scrambled picture are transmitted from a database 
host station^ or a CATV station/ Encrypted ^data is 
decrypted or the scram bled^picture is deScrarhbldd 
by the non-cry pfed' permit key," which Haii^be^n 
broadcast by data broadcasting. ' : " " J 

In Fig. 5B, an' ehcrypted perrhit key is^bfqad- 
cast by" data broadcasting, and encrypted data^dr 
scrambled picture are' transmitted '"' frdrfi ' thd 
database host station or the CATV station. Cry ption 
of the permit key -is decrypted by decrypt! bn key 
incorporated in the equipment or by thb decrypting 
key given in advanced By the decrypted perfn it 
key, the data is decrypted or the picture MW de- 
scrambled. j ■ ' - ' T if 

The method shown 'in Fig. 5C is the same 'as 
the method shown in Fig. '5B in that the encryfrfed 
permit kiy is broadcast by th6 'data bro£dca£fihg 
and the : encryptetf data of ^ ; *&rarKbled^^cture 
are~ transmitted t rbm 1 th§ di4tabase : ; hbst station jbr 
the CATV station. However, in the method shown in 
Fig. •SC^V'deqryption k&V ;'~ft* dedryptirig the en- 
crypted permit key Is 5 transrnitt^d together with the 
encrypted data or the scrambled picture from the 
database hbst statiorf or the CATV statibh'. 0 

the cryption bHhe ' pbrrhit key is decrypted by 
the decryption key, and-then, t^ 
key decrypts" the encrypted \8&;tf y $fikx^rtte 
the scrambled picture.' ^ -"w ■ .. ,»■!-. • -> 

CATV system is' broadca^trhjg te r k> vision : pro- 
grams. Description is 1 rjoW'jgi^n on ftW thV pfeVrhit 
key is tVansmitt^d pf j^islirbaific^n^r r:0 ' :u 
7! The sy^em s&owtfjr^ .'CAfy 
s^ion/coh^or center 32, serving ais a broadcasting 
station arid also as a CATv/cftar§\^ 'k 
communication/picture receiving devibe T 29; Serving 
also as a receiving device, in (contrast tb the. sys- 
tem shown in Fig. 4,. which comprises a broadcast- 
ing station 21 f c a receiving device t ja 
CATV/charging center 30 "arid ' a communica- 
tion/picture receivi - device r? 29. : CATV £ta- 
tion/contrbf center 32 arid thfcf Communica- 
tion/picture receiving device 29 are connected onry 
by CATV cables 33 and 34. /C : \ l 

In this system, the CATV/control center 32 
broadcasts a menu of programs' and a preview :t via 
data channel of the CATV Cable 33 together with 
the permit Scey, which includes data for deScram- 
bling individual pVogram. v> ' : ' ; ~ 

" These data broadcast from the CATV sta- 
tion/control center 32 are received by the cbmniu- 



nication/picture receiving device 29. 

A viewer, who wishes to view the : program, 
requests for viewing of the program to the CATV 
station/control center 32 via CATV cable 34 uising 
5 communication function of the communica- 
tion/picture receiving device 29. " 1 
Upon receipt of the request for viewfng, ;the 
CATV station/control center 32 transmits sdV^rrtbied 
program via the CATV cable 34, traWsrtits a p^rnit 

w key via the CATV cable 33, arid charged £ fee for 
viewing the program. ^ - . : . v- f ; 

Upon receipt of the scrambled prbgr1am, T th6 
communication/picture receiving' device £9 de- 
scrambles the requested program using th6 permit 

75 key, which has been broadcast via data channel? 

In Fig. 6. two cables (\A CATv*J6able& 33 and 
34) are used, while two-way communicktiori may 
be performed by the use of a single c&ble. *^J r ' 
In the above, description has been given on a 

20 basic arrangement of a system, in' which the 
present invention is applied to database or tp 
CATV. Next, description will be given on the details 
of data broadcasting, as well as how to apply f&r 
use of database, and how to apply fbr CATV. 

25 In the system, in which the present invention is 

applied to database, the permit key. rriinu and 
preview are broadcast, and' in the system.' in' which 
the present invention is applied to CATV, the per- 
mit key, menu of programs and preview" are brqad- 

30 6ast, as data broadcasting. This has been already 
explained in the above. \ '~ ' 3 '" 

In case' database is utilized, it is necessary to 
have information as to which data is contairied in 
the database. For this purpose, it is coriyeriient for 

35 the user if a guide how to use the database ^ahd a 
menu are 'broadcast together with th^ permrt key. 
In this case, if a brief descriptipn of the content pf 
the data is added, it will be more convenient " ^ 
The same applies to the case where the %ewer 

40 wishes to. view CATV. In case of CAW, the use pf 
fcATV can be promoted if a menu of pfb^rarris of a 
preview for the programs are broadcast. ; "f 

These menu, preview of programs, and brief 
description of the programs can bd broadcast when 

45 necessary, while it would be convenient for the 
users and the viewers if these are broadcast at the 
same time ks the permit key. "*' ' . . r : . 

The request for use of debase is executed 
only by the menu, but the request for viewing 

so CATV program can be executed by indicating the 
broadcasting time in addition to the menu o^ pro- 
grams. \^ ; ~ ^ r . 

Description will be given oh the details refer- 
ring to Figs. 7 to 14. 

ss In these figures, the examples shown in Fig! 7 

aind Fig. 8 relate to the database, and the examples 
shown in Figs. 9 to 14 relate to CATV. 
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. .The component elements shown in. these fig- 
ures tare Jhe, same as those given in Fig. ,3 and Fig. 
4, and. detailed description is not given here. 

"in a system shown in Fig. 7, in which tfie 
present invention is applied to database, a 
database/charging . center 24 supplies a non-cry p- 
ted J permit key, a menu and a preview to a broad- 
casting station 21 in advance. : < t . 

V The broadcasting station 21 broadcast^ the 
permit key, the menu and the preview as supplied 
from the database/charging center 24. 

^ A receiving device 22 receives the, penmit key, 
the ^me.nu' and the preview, ai?d sends therp tQ a 
communication device 23. . v , j r 

A user who. wishes to use the data requests to 
the^ databaseVchargig center 24 by indicating the 
number of the menu using the communication, de- 
vice 23. 

The database/charging center 24 encrypts ? the 
requested data and transmits it to the communica- 
tion dey ice. 23, and further charges a fee for data 



use 



Upon receipt of the encrypted daja, the com- 
munication fJevice 23 decrypts the encrypted data 
yansmitted frqm the database using the permit key 
sent from the receiving device 22 so that the data 
will ready, for use. t " . ? , 

. fh a_ system ^shoyvri in Fig. 8, in which the 
present ^inyehtion, is .applied to database, a 
database/charging center 24 supplies a f n encrypted 
permit key, a .menu .and a .preview tp a, broadcast- 
ing station 21 in a^lyahcet. v . . 

/ t The brpadcasting sjation 21 broadcasts the en- 
crypted permit key, tHe menu and the preview as 
supDlied^from^the database/cha/ging. center 24. 
.} ' A receiving, device 22 supplies tfie permit key, 
the "menu " and Jhe preview to i.. communication 

I ^ [ % us^rwjhp . wishes to us^ the data requests Jto 
Ifhe yalabase/cliarging center. 24 by indicating the 
'number of the Trie using the communication de- 
vice 23. J* . - 
7" ' ^ The database/charging qenter 24 encrypts the 
data, to^ which a request for use has been made 
and transmits it to the communication deviceT 23 
together with the decryption key for decrypting the 
eqcryjDted permit key, and charges a fee for .use of 
'the data. I " ' . * .1' yr 

\\. t 'Upon receipt of the encrypted data and the 
decryption key for encrypted permit key, the com- 
munication device 23 decrypts the encrypted .per- 
mit . key_ supplied from the receiving device 22 
using the decription key for encrypted permit key 
and Jurther decrypts the encrypted data transmitted 
from the database using the decrypted permit key 
so that the data will be ready, for use. 

In a system shown in Fig. 9, in which the 
present invention is applied to CATV, a 



C^Ty/cbarging center 30 supplies a non-crypted 
pe'rmjf key^to^a broadcasting station jn advance. . 
- T The ^broadcasting station 21 broadcasts the 
perr^jt key supplied from, the CATV/charging center; 

5 : 30. ''' * ' : - s X/ - \ «••/■•■ 

. . .^receiving device 22 repeives the data of the 
permit . key, and sends it to a communication/picture 
r^cej^jog device 29. : . . tl . , 2 '?/- - ■ 

V , T^^CATV/Qharging center 90 scramble? pic- 

io tuire- .pt th^ programs and transmits it 5 to Jbe.com-. 
munjc§tion/picture receiving device 29. r f y . 

' "The CATV/charging penter 30 charges a fee for 
viewing, , which a.viewer requested for viewing by 
jndic^jng r th^ ^broadcasting time.using tha commu^ 

15 nic^tron/picture^^^iNfing device 29. , ; ; . . ». v , 
ponV] receipt s of-.t^ei. scrapble,d. picture, .the 
cpmrhunication/picture receiving device 29 de- 
( scrarnbleJ5 the scramblejd, f picture transmitted from 
the CAWcharging^cente^ 30 \iising the permit k$y 

20 sej\\$rot# f t^e jecei vjng .xtevJcp . 2%. s ., 

In a system shown in Fig. 1 0, to which r the 
present, invention J§ .aj^pljed, vto CATV,, a 
QA^/c^a^ 30^ supply a . non-crypted 

p$prut kpy^ to a hroadca^ting station ,21 in ^advance. 

25 * ^'JfBeC br^doasti^iq Wtion 0 2% broa£pa$ts the 

3p^v/r tc r v • ViNSvf .'O:: =$;;.- VT^ T :1- 
A.rec^iying. devjqp se^ds^ .theu, c^ita-^of pie 

^y ? to ; a co^unjqatio^ receiving 
30 c^vi ; Qe 29y J :.''; ^ ^s-.oL 0 ,v .iii. j . ^ , 
The Q^Xy/P^^Q ,cprrte^ 0 gP- scranpbles,pc- 
Jtu^ of tfigi. prpgra^ms. an^i transmits it to, the.com- 
^^^^^^^^/^ic1^re^ device 29. > . ..^ 

. a fee for 

35 viewing, which' a viewer requested Jpr viewing by 
indjcaling, tl^e } nufob?r ri of the. program using the 

" Upon regffpijSl ^?®, ^pr^jibfcacl ^.|3ic^re.: ,th^ 
commgrj^tofpi^ra^ 29 r de- 

40 scrambles ; ^the ^q>aa?ble^ picture {rans^iftted from 
the p^^^argi^ 30 using the permit key 
suppli^d^fro^^thS receiving device 22 so that the 
Ri^ui^Hj) |£ready ^pr yl^wing.' r } ." 

"..In, ya T ^yfte.m',s^Qvyn in |lp F f ig i . 11, to which the 
45 pre$$ri\ invention nr Is applied . to , QATV, a 
^CAW/cbarging c0bter '3O supplies a r! menM of the 
programs and^a. preview together with a nonrcryp>- 
ted pisrmft key^ to^ a. c broadcasting station' 21 in 

advance.'"/.- \, T- ? . * -r. 

so y The broadcasting station '21 broadcasts :j the 
permit key,. the menu and. the preview supplied 
ffomjhe CATy/charging center 30. s : : c 
s A .receiving device 22 send^ the repejved perr 
mit^keyi'the menu and the . preview tp a pommu- 
''ss hication/picture receiving device 29. x i . t 

The CATV/charging center 30 scrambles" pic- 
ture _of trie progcams and transmits it to a commu- 
nication/picture receiving device 29. 
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The CATV/charging center 30 chargeaa.fee for 
viewing, which a viewer requested for viewing by 
indicating the broadcasting time using the, .commu- 
nication/picture receiving dev*cq,29. . tl S , 

j,, Upon receipt pf the . scrambled picture, .the 5 
communipation/picture receiving . device 29 ^de- 
scrambies the scrambled pictures transmitted from 
the CATV/charging , center 30 using the permit key 
sent ffpm th$ receiving device v . 22 so \'j^W v the 
picture will be ready for viewing. / %> io 

In a system shown in Fig. 12, in which the 
present; invention js- applied to, .CATV,, a 
CATV/charging center,, 30 supplies a menu of. pro- 
grams and a preview together with a non-cry pted 
permit JcQ.y Jto a broadqastiqg .station 21 in advance, 75 

The broadcasting station 2,1 , broaflca^ts J the 
menu and the- preview, together, .with the. permit, key 
supplied from the CATV/charging center^O. J// 

The, receiving, device ^^sends^t^v received 
permit key,, the menu. apd. the preview to the.com- 20 
munication/picture receiving device 29.. 0 K 

The CATV/chargipg. center J} 30 ; ^ scrambles pic- 
ture of the programs^and. transmits^ to Jthje. .com- 
munication/picture receiving device .29.,./ ./< 

The CATV/charging center 30 charpes la- fee for 25 
viewing^ which a viewer requeste<0or\ viewing by 
indicating Jhernumbe^jof^^W grqQram.,.uang. the 
communication/picture receiving device 29., 
- Upon receipt- of^the., scrambled picture, the 
communication/picture- receiving ^d§vice / 29,. de- 30 
scrambles the scrambled pidture: transmitted from 
the CATV/charging ; center:, 30 using thp ? permit key 
supplied, from the receiving, the 
picture will be ready for viewipg, ..,/ ./ / / ^ 

, In a system shown in : Fig. -13, in; P which the 35 
present invention . r . is .applied,, to / CATV, a 
CATV/charging centey. 30~supplies ; a menu of^ pro- 
grams and a preview together^ wjth ^ an^eqp^pted 
permit . key to a broadcasting statip^ (L 21jj^. advance, 
g .\r\ this ; system, lhe> menu r and/trjp ^preview are 40 
not necessarily -needed v and these H may r r\Qt be 
supplied. "'J'* . iU "t^v'Vo'ff-'t^ 

The broadcasting station 21 broadcasts the en- 
crypted permit key, the, m.enu and the. : preview 
supplied from the CATV/chargipg center 30/ ( . . 45 

The receiving device 22 supplies the received 
encrypted permit key, the menu and the preview to 
the communication/picture receiving device-,29. * - 

The CATV/charging centers 30 tran^mit^ . a key 
for decrypting the encrypted permit key together 50 
with the . scrambled picture of. programs , to the 
communication/picture receiving devjce 29. ?t * 

The CATV/charging center 30. charges. t a fee for 
viewing, which a viewer requested for. viewing by 
indicating the broadcasting time using the copnmu- 55 
.nication/picture receiving device 29, .' , 

Upon receipt of the scrambled picture and the 
key, the communication/picture receiving device 29 



decrypts the encrypted permit key supplied from 
the receiving device 22 using the received key and 
then, descrambles the scrambled picture transmit- 
ted from the CATV/charging center 30 using the 
decrypted permit key so that the picture will be 
ready for viewing. 

In a system shown in Rg. 14, in /which] the* 
present invention is applied to CATV, the 
CATV/charging center 30 supplies a menu, of .pro- 
grams, a preview together with an encrypted permit" 
key to a broadcasting station 21 in ! advance. 

In this system, the menu and the preview are 
not necessarily "needed, but 'it is prefefable\that 
they are supplied for the convenience of a viewer. 

. Jhe broadcasting station 21 broadcasts tihe en- 
crypted permit key, the menu arid the . preview 
supplied from the CATV/charging center 30. "/ 

The receiving device 22 supplies the encrypted 
permit key to the communication/picture receiving 
device. / . . / 

The CATV/charging center 30 transmits. ,a key 
for decrypting the encrypted permit key . together 
with the scrambled picture of the desired program 
to the communication/picture receiving device 29. 

The CATV/charging center 30 charges a fee for 
viewing, which a viewer requested for viewing by 
indipating the program number of the desired pro- 
gram using the communicatipn/pjcture ] receiving 
device 29. / ' . . . 

Upon receipt of the scrambled pictures arid the 
key, the communication/picture receiving deyiqe 29 
decrypts the y encrypted permit key supplied from 
the receiving device 22 using the received key! and 
descrambles the scrambled picture i{ transmitted 
from the CATV/charging center 30 using .the de- 
crypted permit key so that the picture will Be ready 
for viewing. { . _ 

■ ' f ■ J ■' ,,; ' • . >: :i iw 

Claims 

* " r •*■•«. "• *\ . .* • ' r^o A S 

1. A crypt key.systerp for decrypting ah encryp- 
ted data. Ifor "use, by a permit key including a 
decryption key, comprising, a 
database/charging center 24,. ^ broadcasting 
Station 21 fl a receiving device N 22 and. a com- 
munication device 23, whereby: .// , 
. said permit key is supplied to said broad- 
: casting station 21 : in advance . from . said 
database/charging center 24; . ' r > 

said permit key is broadcasts from said 
broadcasting station 21; 

said receiving device 22 receives broad- 
cast said permit key; -*.-.. 

a request for using is executed to said 
database/charging center , 24 via said data 
communication device 23; . . 

saijd database/charging penter 24, transmits 
the encrypted ,data.t9 said .communication de- 
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vice 23"and charges a fee for use; and 

said communication device 23 decrypts 
said encrypted data to be used by said permit * 
l^ey received by said receiving device 22. 

2. A crypt key syslem according to Claim 1; 
f ' wherein' said permit key is not enbrypted. 

SL^A crypt key' system accbrding to- Claim 1, 
" ri wherein said permit key is^encrypted; / ' 

A. Vl A v crypt key syStefn for decrypting aft encryp-^ 
ted dat^ for use, by a permit kpy including a 
'Becryptibn . Key, r " cbmprisfng ' a 
" databas'eicharginej center 24, a ' broadcasting 
W i statio,n 21, a receiving device' 22 and a com 1 ' 

muhrcatiqn device 23, whereby: .'; 
°' [ V: c saidif permit key, a menu and a' preview are 
Supplied * to said broadcasting station" 21 m 
advance from said database/charging center 

ys^. ^^ ; ■ — - ; - ' 

0i l ' said receiving device" 22 receives said per- 
n ' ] ? mlt key,' said menu arid said preview; ' 
; w a re^uest[ v for uSiilg is executed to said 
' databa^/charging center 24 via said commu- 
v tiicatiqn device 23; 

,:; saYd database/charging center 24 transmits 
■* "'the' encry^tetf data to said communication 'de 1 

y . vice 23 and charges a fee for use; and 
f' J /^^^P^^^^^''^^^ 23 decrypts 
^aid .encrypted ^attrto be used by said permit 
! ' key received by said retdiving device 22. 

S^' A^c^pt key system according to Claim 4, 
wherem'said permit key is not encrypted. 

6. A crypt key system according to Claim 4, 
wherein said permit key is encrypted. 

7. A crypt key system for descrambling a scram- 
^T^ 1 ^. jp»5£ife 4 sighal for Viewing Using a viewing 
c 'jierrriit Key. Including -a key J fof 'descrarnbling, 
' corfiprteirlg a CATV/charging center ^30, a 
9r,,3 brbSdcasting station 21, a receiving device 22 

arid £ 'communication/picture receiving '^device 
29, whereby: 

'^A-y.r 'gaj^f^iewingf^ permit key is supplied in ad- 
vahce to saiPd broadcasting station 21 from said 
CATV/charging center 30; 
* said viewing permit key is broadcast from 

said broadcasting station 21 ; 
' *'*' M " " said receiving device 22 receives broad- 
cast said viewing permit key; 

'i' request for viewing is executed to said 
r CATV/criarging center 30 via said communica- 
tion/picture receiving device 29; 
; r; said CATV/charging center 30 transmits 
th6 scrambled picture iignal to said commu- 



nication/picture receiving '-device 1 29 and 
YJ criaVQes a" fee; and 

'-'^^•-iald 1 eommunVcation/picture receiving de- : 
vice 29 descrambles said scrambled picture : 
5 'sighaPfor viewing using 1 said viewing permit 

:: ke^receiveft by said receiving 1 device 22 

? W* d?y0t *ke^' system according to Clairn 7, 
"'^wffe/eih saitf viewing pe'rMifkey is'hot enciyp-'- 

io ted. " * ^ " ! * ' " , ! - ! 

He' \.< ' : ■ _ v j-.'.-c-'*'-: ■ rtf . 

9" A^cry^t key system according to n Claim T;7>' 
" f : 'wfior^in said viewing permit key is encrypted. * 

75 10V^ 6rypt ke$ Sy&tefn "for-descfaifh Wing a Scram- * 
: " 1j bled pfctUre signal ^or viewing using a viewing 
y ^F&fBitH key indudifigj ^^ke^lor descrambling; 

comprising" a ^CATV/crfarglncf center 30, a' 
: trV ferbadc^stin : g Salidrt 2^' a receiving device" 22 
20 ^alncl a comi^SrSication/picture device 
29, whereby: ~ h.p 
- 0K . ' ' sgjfa viewing permit key, a meW df ' Ipro- 
}1 ^gVams, 'and 'a' prteview' ; are" isbppliecT f td f s^id 
broadcas^ng 1 s;kfion"2f : In advance "from said 
25 ' CAfV/^ 

• " ;/ safd >: -wM^ 4 pbHrilf1i^y a isaia-'WeiW aiSd 
E 3 s"aTtf : previeW are^ broadcast • frdnf said ! 'brasfel-J' 
casting statrc^^r^ e ; ; - f ^ : ^^:^ini. ^ - , , 
w : fc j ii 5g a f d 7 eceFvihd 2 device ! 22» deceives ' said 
30 cV3 viewing ; peVmif Wfipitid ^nhferiu anS said : p?e^ 
^■vieW^usbfcad^ br: ' irn *^ - - 
V 5; : . : r ; 4 i re g'ue^f 1 f 6V ^vie wrrrgf ^sV executed to^said' 
m'.. gA^fch^rgHiS c^nWr^ ^^O^ia^aid cbmWuhiea- 
tion/picture rece4vjr^ : aevice 29f en ''\ r - > 
is ■ 1 17 "said CATV9bharging ^nter SO^ tfanSrnits 
f the^scramblec? pfctuVe Signal to said cortimii- 
* ^^nica^idH/picture 1 ' redeivrng -'device* 2^, and 
-^^haVsleS^a fee* c - s * uitL - 
3 ^ vt r ^bWWu^ica^^efure 3 reb^iVing^'defl 
40 v : Vice'^ ^esfefaHblSs 1 safe §cf arVibled- picture 
" - y9n4r 5l for c vfe^inb tislrig^ Saib S^i^wihg permit 
key received by said receiving device 22: 

il^ A^ciVfft Re§ ^tem^ accbrding r t6 Claim -10, 
45 whereirf said' viewing permit 'key is hot e'neryp- 

c: «.-, c«*T :.• .ii :r *i:r> - . . v\ 

12, A s: crypf key 1 system accdrdirig to Claim 10', 
% < mJ! * wrfefeih said°viewind>ermif key'is encrypted. 

13. A cfypt'Rey system for-de'sCrarhbling a scram- 
bled ; picture signa 1 ! for viewing' using^ a viewing 
pemiit liey' including a key for descrambling, 

"° comprising a -GATV/cdritrol center 32' arid a 
55 r communicatibn/picture receiving device 29; : - 
said viewing permit key, a menu 1 of pro^ 
r - grams, 1 and a~ ; preview are supplied to said 
- : : commuhic»tH&n/picture "receiving ' device 29 in 
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advance from said CATV/control center 32; 

a request for viewing is executed to said 
CATV/control center 32 via said communica- , C 
tion/picture receiving device 29; 

said CATV/control center 32 transmits the 5 
scrambled picture signal to said communica- 
tion/picture, receiving, device 2a and charges a 
fee; -and ^ _.,.„,.„ — MAHrXr- 1 

said cbmririur^cj^ipn/picture; receiving -de- - - 
vice! 29 descrambles said scrambled picture * to 
signal for viewing using said received yj§jwjng_ 
permit key. - 5 , 

t ... ^ _ „ 

14. A crypt key system according to Claim 13, 
wherein the supply of the viewing permit key, 75 
the menu of~prpgr'ams and the preview from 

said CATV/control center 32 to said commu- 
nication/picture receiving device 29 is execut- 
ed by a CATV cable, and the request for 
viewing from ^saicT comrrfunication/picture re- 
ceiving device. 29 1 to said CATV/control center 
32 and transmission- of the-scrambled picture 
signal from said CATV/control center < 3S^cf 
said* com munication/picturp .receiving "Qevfce 
29 are v executed: by another CATV cabled ..' i '0 

15. A crypt key system according to (SJairti I^K"-; 1 
whereia Jhe. supply, of ibe viewing permit key, 

the menu of programs and the preview from 
said CATV/control center 32 to said commu- 30 
nication/picture receiving device 29, the re- 
quest for viewing from said commurHpa- 
tion/picture receiving device 29 to said 
CATV/control center 32, and transmission of 
the scramb|ed picture signal from said 35 
CATV/control [ 'center 32 to said communica- 
tion/picture r^ceiying_ device J29 are executed 
by a single CATV cable. J r K T AC k" 

16- A c(ypt key)sy^em3or^^ 40 
ted data for use ;M b'y : a permit key including a 
decryption key, whereby: j 

an encrypted perm il [key is broadcast; 

said encrypted ^data is transmitted from a 
database host station; p - 45 

said encrypted permit key is decrypted by 
a key for decrypting, which is incorporated in 
an equipment useij or delivered in advance; 
and J 

said encrypted data is decrypted by said 50 
decrypted permit key. 



said encrypted permit key is decrypted by 
a key for decription, which is incorporated in 
"an equipment used or delivered in advance; 
and 

said scrambled picture is descrambled by 
said decrypted permit key. ; 

1a A crypt key system for decrypting an encryp- 
ted data for use by a permit key including a 
decryption key ^whereby: . V 0 
. . an encrypted permit key is broadcast; 

a key for decrypting said encrypted permit 
key is transmitted together with said encrypted 
data from a database host station; 

said encrypted permit key is ^decrypted by 
said key for decrypting; and / 

said encrypted data is decrypted by said 
decrypted permit key. r * J. 

19. A crypt key system for descrambling a scram- 
bled picture for viewing by a permit key includ- 
ing a key for descrambling, whereby: ~ 

an encrypted permit key is broadcast; 

a key for decrypting said encrypted; permit 
key is transmitted together, with said scrambled 
- picture from a CATV station; 

said encrypted permit key is decrypted by 
said key for decrypting; and — 

said scrambled picture is descrambled by 
said decrypted permit key. 



17. A crypt key system for descrambling a scram- 
bled picture for viewing by a permit ^key includ- 
ing a key for descrambling, whereby: til V.J 

an encrypted permit key is broadcast; , 

.said scrambled picture is transmitted frorp 
a CATV station; 
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fee using a permit key, to prevent troubles, which may 
occur when there are too any requests for the permit 
key, the permit key is broadcast via data multiplex 
broadcasting or via data broadcasting. 

A user who wishes to use the database requests for 
use to a database host station. To this request, the data- 
base host station charges the fee for use and transmits 
an encrypted data. The user requested for use decrypts 



the encrypted data by the received permit key and uses 
the data. - 

A viewer who wishes to view a scrambled r CATV 
program requests for viewing to a CATV station. To this 
request, the CATV station charges the fee and transmits 
a scrambled picture. The viewer requested for viewing 
descrambles the scrambled picture by the received per- 
mit key and views the picture 
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